Available online
European Journal of Advances in Engineering and Technology, 2020, 7(2):41-46

Research Article ISSN: 2394 - 658X

Systematic Evaluation of Security Controls and Cybersecurity
Program Enhancement: Bridging the Gap Between Theory and
Practice

Shanmugavelan Ramakrishnan

Sony Electronics, USA
Krish.pmo@gmail.com

ABSTRACT

In the realm of cybersecurity, the dynamic nature of threats necessitates equally agile and robust security
controls and frameworks. Despite the abundance of theoretical models and frameworks aimed at enhancing
cybersecurity postures, a significant gap often exists between these theoretical constructs and their practical,
effective implementation. This paper endeavors to bridge this gap through a methodical assessment of existing
security controls and the subsequent development of an advanced framework tailored for the continuous
improvement of cybersecurity programs. Utilizing a mixed-methods approach that combines qualitative
analysis and quantitative metrics, this study critically evaluates the efficacy of current cybersecurity measures
in a range of organizational contexts. It identifies prevalent shortcomings in the assessment methodologies and
the practical application of security controls. Based on these insights, the paper proposes a comprehensive,
adaptable framework that not only addresses these deficiencies but also aligns with evolving cybersecurity
landscapes. This proposed framework emphasizes a holistic view of cybersecurity, incorporating elements such
as real-time threat intelligence, stakeholder engagement, and the integration of cutting-edge technologies.
Through this research, we aim to contribute to the cybersecurity field by providing a grounded, empirically
tested pathway for organizations to elevate their cybersecurity measures, ensuring resilience against an ever-
evolving array of cyber threats. The findings and recommendations of this study are poised to aid cybersecurity
professionals, policymakers, and researchers in constructing more effective, resilient cybersecurity programs,
thereby enhancing the security posture of organizations in the digital age
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INTRODUCTION
Evaluating cybersecurity controls is crucial for ensuring the effectiveness and resilience of cybersecurity

measures within organizations. Theoretical frameworks dedicated to the evaluation of cybersecurity controls
provide structured methodologies and principles to guide organizations in assessing their cybersecurity posture,
identifying vulnerabilities, and making informed decisions for continuous improvement. Here, we explore
several key frameworks that are instrumental in the evaluation of cybersecurity controls and outline their core
principles. (Craigen, 2014)

NIST Special Publication 800-53: NIST SP 800-53 provides a catalog of security and privacy controls for
federal information systems and organizations. It supports the evaluation of cybersecurity controls by offering a
comprehensive set of measures that can be tailored to protect organizational operations, assets, individuals, and
other elements from a diverse set of threats. The core principles of this framework emphasize flexibility,
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comprehensiveness, and customization, allowing organizations to apply the controls based on their specific risk
profiles, operational requirements, and technological environments. (Tarig, 2016)

ISO/IEC 27002 Code of Practice for Information Security Controls: ISO/IEC 27002 acts as a supplementary
standard to ISO/IEC 27001, providing best practice recommendations on information security controls. It serves
as a guide for organizations in selecting, implementing, and managing information security controls, considering
the information security risk environments they operate within. The core principles include a risk-based
approach to security, the importance of a holistic view of information security management, and the need for a
continuous improvement process. (Disterer, 2013)

The Cybersecurity Capability Maturity Model (C2M2): The C2M2 framework is designed to help
organizations evaluate and improve their cybersecurity capabilities and to understand their cybersecurity posture
in a systematic and repeatable manner. It focuses on the maturity of an organization's cybersecurity practices in
specific domains, such as risk management, incident response, and information sharing. The core principles of
C2M2 include a maturity-oriented approach to cybersecurity improvement, the alignment of cybersecurity
practices with business needs, and the encouragement of cross-organizational collaboration to enhance
cybersecurity resilience. (Rea-Guaman, 2017)

FAIR (Factor Analysis of Information Risk): FAIR is a quantitative risk analysis methodology that helps
organizations understand, analyze, and quantify information risk in financial terms. It complements the
evaluation of cybersecurity controls by focusing on the financial impact of risks, thereby enabling more
informed decision-making regarding cybersecurity investments and priorities. The core principles of FAIR
include a focus on quantification of risk, the separation of threat frequency from threat impact, and the
distinction between inherent and residual risk. (Chandra, 2012)

The MITRE ATT&CK Framework: While primarily known as a knowledge base of adversary tactics and
techniques, the MITRE ATT&CK framework also supports the evaluation of cybersecurity controls by helping
organizations understand how adversaries operate and identifying gaps in their defenses. The core principles
involve a comprehensive understanding of adversary behaviors, the use of real-world observations to guide
cybersecurity practices, and the encouragement of an active defense through continuous learning and adaptation
to emerging threats. (Strom, 2018)

These frameworks, each with their distinct focus and methodology, provide comprehensive guidance for
evaluating cybersecurity controls. They emphasize the importance of a risk-based approach, the need for
customization based on organizational context, the value of understanding threats in depth, and the critical role
of continuous improvement in cybersecurity practices. By leveraging these frameworks, organizations can
achieve a more robust and effective cybersecurity posture, capable of withstanding and evolving with the
landscape of cyber threats. (Azmi, 2018)

CYBERSECURITY PROGRAM DEVELOPMENT FRAMEWORK

Once a security control gap assessment is complete, constructing an effective cybersecurity program becomes
the next critical step. This construction should be guided by theoretical best practices that ensure the program is
comprehensive, adaptive, and aligned with the organization's specific needs and risk profile. The following
section outlines these best practices based on theoretical foundations and frameworks in cybersecurity
management. (Santos, 2018)

Integration of a Risk Management Framework: A foundational best practice is the integration of a risk
management framework, such as the one proposed by the National Institute of Standards and Technology
(NIST). This framework emphasizes the importance of understanding the organization's risk tolerance and
aligning cybersecurity efforts accordingly. It involves identifying, assessing, and prioritizing risks, then
implementing controls to mitigate them. The continuous monitoring and review of risk management processes
ensures that the cybersecurity program evolves in response to new threats and vulnerabilities. (Lam, 2014)
Adoption of a Layered Security Approach: Cybersecurity threats are diverse and can penetrate organizations
at multiple levels. Therefore, a layered security approach, often referred to as "defense in depth," is crucial. This
approach involves deploying multiple layers of defense (physical, technical, administrative) throughout the
organization's systems to create a comprehensive security posture. Each layer is designed to stop different types
of threats, ensuring that even if one control fails, others are in place to mitigate the risk. (Gollmann, 2010)
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Implementation of Security Awareness and Training Programs: Human error is a significant vulnerability
in cybersecurity. Implementing robust security awareness and training programs addresses this risk by educating
employees about their role in maintaining cybersecurity. This includes training on recognizing phishing
attempts, safe internet practices, and the importance of strong passwords. Creating a culture of security within
the organization is essential for reinforcing the cybersecurity program's effectiveness. (Bulgurcu, 2010)

Regular Updating and Patching of Systems: Vulnerabilities in software and systems can serve as entry points
for cyberattacks. Best practices dictate the importance of regularly updating and patching systems to protect
against known vulnerabilities. This involves maintaining an inventory of all hardware and software assets and
establishing processes for timely updates. Automating patch management where possible can enhance efficiency
and ensure that critical updates are not overlooked. (Bulgurcu, 2010)

Continuous Monitoring and Incident Response Planning: Continuous monitoring of network and system
activities allows for the early detection of potential cybersecurity incidents. Implementing sophisticated
monitoring tools and establishing a security operations center (SOC) can provide real-time analysis of threats.
Alongside monitoring, a well-defined incident response plan prepares the organization to address security
breaches quickly and effectively. This plan should include procedures for containment, eradication, recovery,
and post-incident analysis to prevent future occurrences. (Thompson, 2018)

Leveraging Threat Intelligence: Staying informed about the latest cybersecurity threats and trends is crucial
for preemptive defense. Leveraging threat intelligence involves collecting and analyzing information about
emerging threats and vulnerabilities. This intelligence can inform strategic decisions, help prioritize security
initiatives based on the most pressing threats and enhance the organization's overall security posture.
(Thompson, 2018)

Ensuring Compliance with Legal and Regulatory Requirements: Cybersecurity programs must also address
compliance with relevant legal, regulatory, and industry standards to protect sensitive information and avoid
penalties. This involves understanding applicable regulations (e.g., GDPR, HIPAA) and implementing controls
to meet these requirements. Regular compliance audits and assessments should be part of the cybersecurity
program to ensure ongoing adherence. (Bulgurcu, 2010)

Constructing a cybersecurity program following these theoretical best practices ensures a holistic, strategic
approach to cybersecurity management. By focusing on risk management, layered defenses, continuous
improvement, and alignment with regulatory requirements, organizations can develop a resilient cybersecurity
posture capable of adapting to the dynamic threat landscape. (Rea-Guaman, 2017)

METHODOLOGIES FOR ASSESSING CYBERSECURITY PROGRAM EFFECTIVENESS
Assessing the effectiveness of a cybersecurity program is paramount to ensuring that the theoretical frameworks
and best practices implemented by an organization are indeed protecting its digital assets and information from
cyber threats. (Li, 2019)

Regular Security Audits and Assessments: Security audits and assessments are crucial for evaluating the
cybersecurity posture of an organization. These can include vulnerability assessments, penetration testing, and
security control assessments. By systematically identifying and exploiting weaknesses, organizations can
understand the effectiveness of their security measures. (Azmi, 2018)

Compliance with Standards and Frameworks: Adherence to recognized cybersecurity standards and
frameworks (e.g., NIST Cybersecurity Framework, ISO/IEC 27001) provides a benchmark for measuring
program effectiveness. Compliance audits can reveal gaps between the organization's cybersecurity practices
and industry best practices. (Bulgurcu, 2010)

Incident Response Testing: Simulating cybersecurity incidents through tabletop exercises or red teaming can
test the organization's incident response capabilities. The speed and efficiency of the response provide insights
into the program'’s effectiveness in managing and mitigating real-world cyber threats. (Thompson, 2018)

Key Performance Indicators (KPIs) and Metrics: Establishing and monitoring cybersecurity KPIs and
metrics allows for quantifiable assessment of the program's effectiveness. Metrics may include the number of
detected incidents, average response time to incidents, and the time taken to resolve security vulnerabilities. (Li,
2019)

PRACTICAL CHALLENGES IN ASSESSING CYBERSECURITY EFFECTIVENESS
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Evolving Cyber Threat Landscape: The continuous evolution of cyber threats poses a significant challenge to
maintaining an effective cybersecurity program. What may be considered secure today can become vulnerable
tomorrow, making it difficult to assess long-term program effectiveness. (Borrett, 2014)

Resource Constraints: Limited resources, including budgetary constraints and a shortage of skilled
cybersecurity personnel, can hinder the implementation and ongoing evaluation of cybersecurity measures. This
discrepancy between theoretical best practices and what is practically achievable can lead to gaps in security
coverage. (Chandra, 2012)

Complexity of IT Infrastructure: Modern IT infrastructures are increasingly complex, involving cloud
services, remote work environments, and a plethora of interconnected devices. This complexity can obscure
visibility and control, making it challenging to assess the overall effectiveness of cybersecurity programs
comprehensively. (Azmi, 2018)

Measuring Intangible Benefits: Some benefits of cybersecurity programs, such as enhanced reputation or
customer trust, are intangible and difficult to quantify. This makes it challenging to fully assess the return on
investment of cybersecurity initiatives. (Santos, 2018)

Aligning Cybersecurity with Business Objectives: Balancing cybersecurity measures with business objectives
and user experience can be challenging. Overly stringent security controls may hinder business operations or
user satisfaction, while too lenient measures can expose the organization to risks, creating tension between
security and business goals. (Azmi, 2018)

Assessing the effectiveness of a cybersecurity program involves a multifaceted approach that includes regular
audits, adherence to standards, incident response testing, and the monitoring of relevant KPIs and metrics. (Lam,
2014). However, organizations face practical challenges in aligning these assessments with the dynamic nature
of cyber threats, resource limitations, IT complexity, and the need to balance security with business objectives.
Overcoming these challenges requires a flexible, adaptive cybersecurity strategy that evolves in response to both
internal and external factors, ensuring that theoretical best practices effectively translate into practical, real-
world security measures. (Santos, 2018)

OVERCOMING PRACTICAL CHALLENGES IN ASSESSING CYBERSECURITY PROGRAM
EFFECTIVENESS

Overcoming the practical challenges in assessing the effectiveness of a cybersecurity program requires a
strategic approach that balances theoretical best practices with the realities of implementation. (Julisch, 2013).
The following strategies can help organizations navigate these challenges and ensure their cybersecurity
measures are both effective and adaptable:
Embrace a Risk-Based Approach: Organizations should prioritize cybersecurity efforts based on a risk
assessment that considers the likelihood and impact of different cyber threats. This approach ensures that limited
resources are allocated efficiently, focusing on protecting critical assets and vulnerabilities that pose the highest
risk. A risk-based approach also allows for more dynamic adaptation to the evolving threat landscape. (Rea-
Guaman, 2017) (Lam, 2014)
Invest in Skilled Personnel and Continuous Training: Addressing the challenge of resource constraints
involves not only securing sufficient budget for cybersecurity initiatives but also investing in the recruitment
and continuous training of skilled personnel. Developing an in-house team of cybersecurity experts or partnering
with external providers can enhance an organization's ability to implement and assess cybersecurity measures
effectively. Continuous education and training ensure that these teams remain up-to-date with the latest threats
and best practices. (Julisch, 2013)
Simplify and Standardize IT Infrastructure: Complex IT infrastructures can hinder the assessment of
cybersecurity effectiveness. By simplifying and standardizing systems and processes, organizations can improve
visibility and control, making it easier to identify and mitigate vulnerabilities. Adopting cloud services that offer
built-in security features, consolidating vendors, and implementing uniform security policies across all systems
can reduce complexity and improve manageability. (Ten, 2010)
Leverage Advanced Security Technologies: Utilizing advanced security technologies, such as artificial
intelligence (Al) and machine learning (ML), can help organizations overcome the challenges of monitoring and
responding to threats in complex and dynamic environments. These technologies can automate the detection of
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anomalies, enhance incident response times, and provide predictive insights into potential vulnerabilities,
thereby improving the overall effectiveness of cybersecurity programs. (Santos, 2018)

Foster a Culture of Security Awareness: Creating a culture of security awareness across the organization is
critical for mitigating human-related vulnerabilities. Regular training programs, phishing simulations, and
awareness campaigns can educate employees about the importance of cybersecurity and their role in
maintaining it. Engaging employees as active participants in the cybersecurity program can significantly reduce
the risk of breaches caused by human error. (Julisch, 2013)

Implement Continuous Monitoring and Improvement: Cybersecurity is not a one-time effort but a
continuous process of improvement. Implementing tools and processes for continuous monitoring of security
controls and the IT environment allows organizations to detect and respond to threats in real-time. Additionally,
regular reviews and updates of the cybersecurity program, based on lessons learned from incidents and
assessments, ensure that the program evolves in line with new threats and business objectives. (Santos, 2018)
Align Cybersecurity with Business Objectives: Ensuring that cybersecurity measures are aligned with
business objectives involves regular communication and collaboration between cybersecurity teams and
business stakeholders. This alignment ensures that security measures support rather than hinder business
processes, balancing security needs with operational efficiency and user experience. (Santos, 2018)

By adopting these strategies, organizations can overcome the practical challenges of assessing and maintaining
the effectiveness of their cybersecurity programs. Emphasizing adaptability, continuous improvement, and
alignment with business objectives, organizations can ensure their cybersecurity measures are robust, effective,
and capable of responding to an ever-changing threat landscape. (Santos, 2018)

CONCLUSION
"Systematic Evaluation of Security Controls and Cybersecurity Program Enhancement: Bridging the Gap
Between Theory and Practice” has underscored the critical importance of not only developing but also
rigorously evaluating cybersecurity programs within organizations. (Santos, 2018). This paper navigates the
intricate landscape of cybersecurity, highlighting the disparity between theoretical models and their practical
application, and offers a comprehensive framework aimed at reconciling this divide. Through a mixed-methods
approach that integrates qualitative insights with quantitative analysis, the study has illuminated the prevalent
gaps in current cybersecurity practices across diverse organizational contexts. (Craigen, 2014)
The investigation into various theoretical frameworks—ranging from NIST SP 800-53's adaptable security
controls to the MITRE ATT&CK framework's adversary behavior insights—provides a solid foundation for
assessing and enhancing cybersecurity measures. (Strom, 2018). The proposed advanced framework, born out of
this study's findings, emphasizes a holistic approach to cybersecurity. It advocates for incorporating real-time
threat intelligence, fostering stakeholder engagement, and integrating cutting-edge technologies, thereby
ensuring that cybersecurity programs are not only resilient but also adaptive to the ever-evolving cyber threat
landscape. (Julisch, 2013).
However, the journey from theoretical conceptualization to practical implementation is fraught with challenges,
including the dynamic nature of cyber threats, resource constraints, IT infrastructure complexity, and the
alignment of cybersecurity objectives with broader business goals. Overcoming these challenges necessitates a
strategic, flexible approach that prioritizes risk-based assessments, invests in skilled personnel, simplifies IT
infrastructure, leverages advanced technologies, fosters a culture of security awareness, and ensures continuous
monitoring and improvement of cybersecurity practices. (Julisch, 2013)
The research presented in this paper contributes valuable insights into the alignment of theoretical and practical
aspects of cybersecurity, offering a pathway for organizations to enhance their security posture significantly.
(Santos, 2018). By adopting the proposed framework and strategies to overcome practical challenges,
cybersecurity professionals, organizational leaders, and policymakers can develop more robust, effective
cybersecurity programs. (Borrett, 2014). This endeavor not only enhances the security posture of organizations
in the digital age but also contributes to a safer, more secure cyber environment for all stakeholders involved.
(Lam, 2014).
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