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ABSTRACT
This paper delves into the application of Virtual Network Computing (VNC) for crafting virtual Human-
Machine Interface (HMI) solutions in headless embedded devices like two-way radios, base-station repeater, or
engine control module. By dissecting the architecture, challenges, and practical applications, we aim to
highlight the technology's significance, benefits, and future prospects in enhancing device usability and
accessibility.
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INTRODUCTION
Human-Machine Interfaces (HMI) are critical components in embedded systems, providing users with the

means to interact with and control devices. In the realm of headless embedded devices, which lack traditional
input/output interfaces, virtual HMI solutions offer a groundbreaking approach to device management and
interaction. Virtual Network Computing (VNC) [1] stands out as a pivotal technology in this context, enabling
remote control and visualization of device GUIs over a network.

This paper delves into the application of VNC for crafting virtual HMI solutions in headless embedded devices
like base- station repeater (Fig. 1. Typical Two-way Radio communication system) [2], by dissecting the
architecture, challenges, and practical applications, we aim to highlight the technology's significance, benefits,
and future prospects in enhancing device usability and accessibility.

BACKGROUND AND RELATED WORK

The evolution of Human-Machine Interfaces (HMI) has been closely tied to advancements in technology and
user experience design. Historically, HMIs were physical, comprising buttons, switches, and display panels,
enabling direct interaction with machines and devices. In Two-way radio communication products, HMI is
predominantly used in handheld devices like two-way radios. But products like base-station radios were kept
with minimal HMI capability like led indicators. However, as embedded devices became more compact and
complex, ex. next generation basestations, the need for more sophisticated, adaptable, and remote HMI solutions
became evident.
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Figure 1: Typical Two-way Radio communication system

A.Challenges with Headless Embedded Devices

Headless embedded devices, characterized by their lack of traditional display or input mechanisms, pose unique
challenges in user interaction. These devices, often integral to industrial automation, telecommunication
systems, automotive equipment, require innovative solutions for configuration, management, and monitoring.
The absence of a direct interface necessitates the development of remote HMI solutions, allowing users to
interact with these devices from afar. Base-station radios/repeaters in telecommunication infrastructure are
installed at remote locations, where human interaction is minimal, and such a situation necessitates advanced
technological solutions to monitor health of repeaters remotely.

B. Previous Solutions for Remote HMI

Before the widespread adoption of Virtual Network Computing (VNC), remote HMI solutions were primarily
text-based, relying on command-line interfaces accessible through telnet or SSH, or required specialized
protocol to interact with the device. While functional, these solutions were not user-friendly, especially for users
with limited technical expertise. Specialized software can provide necessary access to such embedded devices to
read information from or write configuration to, but technical expertise to operate such software. In
telecommunication industry, such specialized software is used to interact with radio systems.

C. VNC's Evolution and Its Application in HMI Contexts

VNC emerged as a powerful tool for remote desktop sharing, allowing users to see and interact with a
computer's graphical interface over a network. Unlike previous solutions, VNC provides a real-time, graphical
representation of the device's interface, making it accessible and manageable as if the user were physically
present. This technology has been particularly advantageous for headless embedded devices, offering a versatile
and efficient method for creating virtual HMIs.

VIRTUAL HMI ARCHITECTURE USING VNC
At the core of virtual HMI solutions using VNC is a client-server architecture that enables remote interaction
with headless embedded devices. This section outlines the essential components and workings of this
architecture, illustrating how VNC facilitates the creation of intuitive and responsive HMIs for repeater/base
station radios.
A. Architecture Overview
The VNC-based virtual HMI system consists of two primary components: the VNC server, running on the
headless embedded device, and the VNC client, running on a user's computer or mobile device. The VNC server
captures the graphical output (screen) of the device and sends it over the network to the VNC client.
Simultaneously, it receives input commands from the VNC client (e.g., mouse clicks, keyboard strokes) and
executes them on the device as if they were performed locally.
B. Components of a VNC-based HMI System
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VNC Server: Installed on the headless device, the server component is responsible for capturing the device's
graphical interface, encoding it, and transmitting it across the network. The prototype hardware we used, utilizes
Mentor Graphics’ NucleusOS (“Mentor Graphics™) [3] [4] as its realtime operating systems. This OS is POSIX
[5] compliant and provides a full network stack over TCP/IP including all security features like OpenSSL. For
VNC server, we choose LibVNCServer [6], a cross-platform POSIX compliant C library, to integrate with
NucleusOS (Fig. 2. Architecture Overview). Using a sample application from LibVNCServer [7] [8], we
designed an 800x600 sample screen to show device specific critical information and a couple of buttons to
interact with the device. (Fig. 3. Sample HMI Screen)

Figure.2: Architecture Overview
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Figure 3: Sample HMI Screen

VNC Client: The client software, running on the user's device, decodes the received data to display the device's
interface and sends user inputs back to the server. For this we choose to use an off-the-shelf free RealVNC [9]
Windows PC based client to connect with VNC Server running on prototype hardware.

Network Considerations: A reliable and secure network connection is essential for the effective operation of
VNC-based HMI systems. Network latency and bandwidth can significantly affect the responsiveness and
quality of the remote interface. Since our prototype hardware is a network connected device, this device is
connected to the internet and is accessible from remote locations.

C. Testing, Verification & Advantages

To test and prove this concept we used Mistral DM814x /AM387x Evaluation Module [10]. Using a PC based
RealVNC client, we could successfully connect with the DM814x evaluation board, running VNC server on
Nucleus RTOS, and could see live updates on screen (Fig. 4. Real VNC Rendered Screen). Using the keyboard
button, we could interact with the device remotely. Based on this demonstration, we can see several benefits
offered by VNC-based virtual HMI solutions, including:

. Accessibility: This can allow users to access and control devices from anywhere, provided there is a
network connection.

. Cost-effectiveness: This can reduce the need for physical interfaces lowering production and
maintenance costs.

. Flexibility: VNC clients are available on a wide range of devices and operating systems, enhancing

compatibility and user choice.
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. Scalability: This can be easily deployed across multiple devices and can monitor all the devices at
once.
a

Jl
Channel 1 Channel 2

‘Rx Tx

s

Figure 4: RealVNC Rendered Screen

FUTURE APPLICATIONS CONSIDERATIONS
The practical applications of virtual HMI via VNC span various industries, reflecting the technology's versatility
and impact. This section highlights some of future implementations and the benefits that can be realized through
virtual HMI solutions.
A. Industrial Automation
In an industrial setting, a manufacturer can implement a VNC-based virtual HMI solution to monitor and control
a series of headless embedded devices within the production line. The solution can enable engineers and
technicians to access real-time data and adjust settings remotely, leading to improved efficiency, reduced
downtime, and enhanced flexibility in operations.
B. Healthcare Sector
A healthcare provider can utilize virtual HMI technology to facilitate remote access to medical devices,
allowing specialists to configure and diagnose equipment from distant locations. This application can not only
improve service delivery but also enhance patient care by enabling timely interventions and adjustments.
C. Consume Electronics
Most of the consumer electronic devices will be connected to the internet in future. Users can utilize virtual
HMI to remote access the devices and monitor the health of the device.
These use cases underscore the transformative potential of VNC-based virtual HMI solutions across diverse
fields, improving accessibility, efficiency, and user experience.

CHALLENGES AND LIMITATIONS
While virtual HMI solutions using VNC offer significant advantages, they also face challenges and limitations
that must be acknowledged and addressed. Understanding these obstacles is crucial for developing more robust,
secure, and user-friendly virtual HMI systems.
A. Technical Challenges in Implementing VNC for Virtual HMIs

. Latency: One of the most critical factors affecting the user experience is network latency. High latency
can result in delays between user input and response on the device, making real-time control and
monitoring difficult.

. Security: Ensuring secure connections is paramount, as VNC-based systems often provide access to
critical and sensitive devices. Vulnerabilities could lead to unauthorized access and control, posing
significant risks.

. Compatibility: While VNC is widely supported, variations in implementations and configurations can
lead to compatibility issues, affecting usability and functionality.

B. Limitations of Current VNC Technologies in Specific HMI Scenarios
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. User Interface Design: VNC mirrors the existing interface of the device, which may not always be
optimized for remote or mobile access. This can lead to usability issues, especially on devices with
smaller screens.

. Performance on Low-Bandwidth Networks: VNC's performance heavily relies on network quality. In
environments with limited bandwidth, the quality of the remote interface and responsiveness may be
significantly reduced.

. Scalability and Management: As the number of devices increases, managing VNC sessions and
configurations can become complex, requiring additional tools and resources.

FUTURE DIRECTIONS AND TECHNOLOGIES
The future of virtual HMI solutions lies in addressing the current challenges and exploring new technologies
that can enhance their effectiveness, security, and ease of use. Emerging technologies and trends promise to
shape the next generation of virtual HMI systems.
A. Emerging Technologies and Their Potential Impact

. Internet of Things (IoT) and Edge Computing: Integrating VNC with 10T and edge computing can
enhance data processing and response times, reducing latency and improving efficiency.
. Cloud Computing: Cloud-based VNC services could offer scalable and flexible solutions for virtual

HMI, simplifying deployment and management across multiple devices.
B. Future Improvements in VNC and Alternative Technologies

o Enhanced Compression Algorithms: Developing more efficient compression techniques can reduce
bandwidth requirements and improve performance, especially in low-bandwidth environments.

o Security Enhancements: Continued focus on security will be essential, with potential developments in
encryption, authentication, and access control to safeguard against unauthorized access.

. User Interface Adaptation: Current limitation of static web pages on embedded devices provides

advantage to VNC technology. Advances in full embedded web server technology could pose a risk for
VNC technology. The introduction of web-based HMIs provided a more intuitive interface but often
required significant development effort and could be constrained by the capabilities of web
technologies and browser compatibility.

CONCLUSION
The integration of Virtual Network Computing (VNC) into the development of virtual HMIs for headless
basestation devices has demonstrated significant advantages. By providing a practical and efficient solution for
remote access and control, VNC has opened new possibilities for device management, particularly in scenarios
where physical interfaces are impractical or impossible.
Despite the challenges and limitations, the ongoing evolution of technology holds promise for overcoming these
obstacles. The future of virtual HMI looks toward leveraging emerging technologies like 10T, and cloud
computing to enhance performance, security, and user experience.
As we move forward, the importance of virtual HMI in the technological landscape will only grow, driven by
the increasing demand for more accessible, flexible, and efficient ways to interact with the myriad of embedded
devices that power our modern world. While the advancement in embedded webservers will determine the
ultimate future of VNC in embedded devices, the current journey of VNCbased virtual HMI solutions from a
niche application to a pivotal technology exemplifies the innovation and adaptability at the heart of human-
machine interface development.
This paper has explored the intricacies, benefits, and challenges of utilizing VNC for virtual HMI solutions,
providing insights into their current applications and potential future developments. As technology continues to
evolve, so too will the ways in which we interact with the devices that surround us, making the exploration of
virtual HMI an ever relevant and exciting field of study.
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