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ABSTRACT

Cloud-based technologies are becoming increasingly popular in the current business world, and this trend is
expected to continue. This transformation has brought compliance with regulations, data privacy, and data
security to the forefront of the list of factors that businesses must take into account. Companies can no longer
afford to be reactive about the protection of their customers' personal information, due to the advent of strict data
laws worldwide, such as the Data Privacy regulation, which is applicable in around 150 countries. In order to
guarantee that they are in compliance with the ever-changing requirements, they need to take the initiative to
strengthen their digital ecosystems. The SAP Cloud Services is a major participant in this market since it offers
businesses a full range of products to help them manage, comply with, and secure customer data. The basic idea
of SAP Cloud Services is to make it easier for enterprises to stay compliant by providing them with the resources
they need. The purpose of this research is to provide you with a synopsis of the data privacy controls and tools
that SAP Cloud Services makes available to clients while they are acting as Data Controllers. Customers, as data
controllers, will have more tools at their disposal to strengthen the data privacy safeguards they've implemented
for cloud services. And we'll highlight the main controls and the tools clients have at their disposal to implement
them.
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INTRODUCTION
SAP programs are relied on by a great number of businesses in order to handle their critical activities in the digital
world present today [1-4]. During digital transformation and the migration to SAP S/4HANA, the SAP system
complexity of an enterprise grows. Another factor that raises the probability of a cyberattack is the widespread
distribution of these systems. There are so many assets and settings that even seasoned security professionals may
struggle to keep track of everything on all of their systems and ensure they are adequately protected [5-8].
When it comes to protecting SAP systems from these constantly evolving dangers, businesses cannot rely solely on
human processes or procedures. Businesses can benefit from real-time threat detection, simplified analysis, and
proactive reduction of the attack surface with the installation of SAP cybersecurity automation.
Navigating the Complexities of SAP Cybersecurity
Security teams face a challenge when it comes to managing the complex cyber threat landscape because modern
SAP applications frequently span several hosting environments. The following are some of the many challenges
that must be faced by organizations that do not have automated processes for SAP cybersecurity:
1. Managing Complex SAP Environments: It is necessary to exercise careful supervision over SAP systems
because they are made up of a variety of modules, data repositories, and integrations. Because hybrid environments
contain a wide variety of assets and configurations, it is essential for security teams to keep an eye on and protect a
large number of software and hardware devices.
2. Addressing the Evolving Threat Landscape: Continuous system monitoring and an in-depth awareness of
potential hazards are required in order to keep up with the ever-evolving nature of the cyber threat landscape.
3. Streamlining Threat Remediation and Patching: Continuous system monitoring and an in-depth awareness of
potential hazards are required in order to keep up with the ever-evolving nature of the cyber threat landscape.
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4. Ensuring Robust User Access and Configuration Management: Security holes and vulnerabilities may appear
when user access and configurations are managed manually. When this happens, it often goes beyond the
vulnerabilities that SAP security bulletins and open-source threat data typically address.

Leveraging Automation in SAP Cybersecurity: A Modern Imperative

It is essential for organizations to implement automation in order to keep one step ahead of skilled cyber attackers
and the ever-evolving strategies they employ [9-12]. By automating SAP cybersecurity, businesses are able to more
effectively spend their time and resources, reduce the likelihood of errors caused by humans, and build detection
and response methods that are both efficient and repeatable. Specifically, automation can empower SAP Basis and
Security teams to:

Continuous Monitoring: Automating vulnerability assessments and advanced threat detection allows for
continuous monitoring of SAP cybersecurity activities. This monitoring enables the identification of complex
threats that may be missed by conventional procedures.

Streamline Patch Management and Threat Remediation: Automating patching and threat response helps to
reduce critical system exposure time by finding vulnerabilities, evaluating their ramifications, and implementing
remedies without operator intervention.

Simplify User Access Control: Automation reduces the likelihood of unauthorized access while enabling the
dynamic management of user access according to roles, attributes, and duties. On top of that, it can build a model of
least privilege by hiding sensitive data behind user-specific permissions and access authorizations.

Optimize Configuration Management: Identifying possible threats and ensuring alignment with cybersecurity
best practices are both accomplished through the use of automated configuration checks. The job of the security
team is made easier by the possibility of real-time correction of misconfigurations.

PathlockCAC: In SAP landscapes, automating threat detection and analysis is a critical component. Through the
use of Pathlock's Cybersecurity Application Controls (CAC), you will be able to recognize and monitor any
suspicious behaviors or abnormalities that occur throughout your whole SAP environment in real time. All of these
things are included in this category: system configurations, authorizations, change logs, security, and unwanted
downloads [13-18]. Pathlock's CAC product allows SAP Basis teams to easily and continually identify, assess, and
connect complex risks on a large scale.

Efficient Threat Detection: Our module immediately notifies users and sorts their responses according to
predetermined criteria in the event of a security breach. You can prioritize dealing with the most serious risks in this
way. Customers of Pathlock CAC usually see an 80% decrease in the time it takes to identify threats and fix them.
Counter Complex Threats: By analyzing logs from sixty-plus threat intelligence data sources, Pathlock’s Threat
Detection can discover complex and critical threats in your application environment.

With this information, the SAP Security and Basis teams can better safeguard company data and operations and
lessen the likelihood of security breaches. [19-21 For use in cross-application security teams, it also integrates
without a hitch with any SIEM solution.

Automate Data-Driven Threat Analysis: Through its flexible pattern detection options, extensive source of threat
intelligence data, and more than 1,500 out-of-the-box detection rule sets, Pathlock's CAC product automates threat
analysis [22-29]. This paves the way for businesses to anticipate potential security issues with their systems and
implement precise countermeasures.

Consult our cybersecurity specialists to see the efficacy of Pathlock Threat Detection in action if any of the
problems and solutions mentioned above ring true for the SAP Security and Basis teams at your firm.

CYBERSECURITY AND DATA PROTECTION IN SAP CLOUD SERVICES
Customers still have full control over their data, but SAP is still responsible for processing that data and must take
reasonable precautions to keep it secure. SAP encrypts client data while it is in transit and at rest to keep it secure.
Security audit logs, including read/write audit logs and role-based access control, are available in SAP cloud
services. In order to keep client data secure, SAP has measures in place to ensure its confidentiality, integrity, and
availability. SAP's data processing agreements handle compliance concerns pertaining to international data transfers
and offer contractual guarantees on the protection of personal data.
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Figure 1: SAP cloud services and security compliance.

A variety of solutions are offered to cloud customers by SAP to guarantee the security and privacy of their apps and
data hosted in the cloud and shown in figure 1. The onus is on the client to make effective use of these features to
safeguard sensitive information; other processes are service-specific to SAP cloud offerings.

As an example, users can enhance data security by using capabilities like Ul Masking and Logging within the SAP
S/I4AHANA system (with an extra license). An additional degree of security can be achieved by using Ul Masking to
hide important data fields from unauthorized users. Data integrity and accountability are greatly enhanced by
logging, which similarly offers a clear audit trail of user activities with the system. Businesses utilizing SAP Cloud
Services can further fortify their cybersecurity posture with the help of these solutions when utilized properly.
Transparency and Control, a feature of SAP Data Custodian, provides full insight into data access and storage
locations for businesses dealing with stringent regulatory obligations. Key Management Service (KMS) for SAP
S/AHANA Cloud, private edition is another offering from SAP Data Custodian. It lets users use their own keys,
which improves data safety and management.

SAP MULTILAYER PERSONAL DATA PROTECTION:

SAP employs numerous data protection and security measures to safeguard personal information stored in the
cloud. First, the SAP Data Processing Agreement (DPA) is a legally binding contract that guarantees the protection
of personal data. Both organizational and technical steps are a part of the SAP Data Processing Agreement. Second,
privacy by default and privacy by design are principles that SAP uses while developing its cloud solutions.
Customers can personalize the built-in data protection features in cloud apps. As a result, clients are able to take
charge of the protection of their private information.

Keep in mind that when you use SAP's cloud services, you're contractually committing to a wide range of technical
and organizational safeguards meant to protect your personal data. With SAP cloud services, customers have a great
deal of leeway in securing and managing the privacy and security of their unique application landscape. As data
controllers, customers have a lot of control over the privacy and security of their apps and data stored in SAP cloud
services. The onus is on the client to make effective use of these features to safeguard sensitive information; other
processes are service-specific to SAP cloud offerings. And the Secure Personal Information with Multiple Layers is
shown in figure 2.
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Figure 2: Secure Personal Information with Multiple Layers

The following table 1 provides a high-level overview of the controls and capabilities that SAP cloud services offer
data controllers for managing their applications and the data linked with them.

Table 1: A high-level overview of the controls and capabilities

S.
No.

Security and Data Privacy Controls

Available Measures/Tools

Physical Access Control
A building, room, or even individual places
inside a facility can have their access limited or
controlled through the use of physical access

control techniques.

System Access Control
To manage and regulate who or what can access
and use a system, application, or data stored in
the cloud, there are procedures in place that are
called System Access regulate. Protecting data
from hackers and other unauthorized users is a

top priority for cloud security measures.

SAP and Third-Party Data Centres implement a range of
physical access control, encompassing data center access
control measures that include trained security personnel,
video surveillance, intrusion detection systems, and other
technological tools. In cases involving infrastructure as a
service (laaS) providers such as Amazon Web Services
(AWS), Microsoft Azure, or Google Cloud, the onus for
physical access control is on the laaS provider. SAP
standards are used to evaluate whether these controls are
adequate. Although SAP may outsource DC management
to laaS providers (such as AWS, Azure, and GCP), the
responsibility for this control remains with SAP.

+ Customers must adhere to SAP-required standards for
Physical Access Control if they subscribe to RISE with
SAP S/4HANA cloud, private edition - Customer Data
Center option.

SAP Cloud Services are part of the SAP Business
Technology Platform, which also includes SAP Identity
Provisioning  Service (IPS) and SAP Identity
Authentication Service (IAS). One cloud service that may
be used for authentication, single sign-on, and user
management in both SAP cloud and on-premises
applications is SAP Identity Authentication Service (IAS).
It has the capability to interface with preexisting single
sign-on infrastructure or function as an identity provider in
its own right.

SSO, or
Secure  Login

single
Multiple

sign-on.

using Factors  (MFA).
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S.
No.

Security and Data Privacy Controls

Available Measures/Tools

Data Access Control

One method of keeping sensitive information
safe is data access control. It aids in preventing
unwanted access to sensitive information and is
thus an essential component of data security.

Data Transmission Controls

Ensuring  the  security, integrity, and
confidentiality of data when it is transmitted
from one location to another is the
responsibility of this set of safeguards and
protocols. Different cloud systems, on-premises
to cloud, or users to cloud applications are all
possible examples of this. Protecting your data
while it is in transit is the main concern.

Using SAML 2.0 for identity federation. Data security
protocols such as Open ID and OAuth 2.0. It is possible to
assign  authentication to the  Corporate  IDP.

SAP IAS supports social sign-on, allowing users to log in
using their Google, Facebook, or LinkedIn credentials.

» User Self-Service: Passwords and account information
can be managed independently by users.
To make sure the login process is safe, SAP IAS can use
risk-based authentication, which involves challenging the
user with step-up authentication based on the context of
their login.

SAP Authorization & Trust Management
service: Managing authorizations in SAP BTP is made
easy with this service's extensive feature set. Some of these
capabilities include the ability to manage access based on
roles, attributes, and user roles, as well as fine-grained
authorization.

SAP ldentity Authentication Service (IAS): 1AS oversees
user self-services, single sign-on, and authentication.

SAP Identity Provisioning Service (IPS): With this
service, you can control who has access to what in SAP's
cloud and on-premises apps. To make sure that only
authorized people can access your data, it lets you automate
identity lifecycle tasks including user account replication,
de-provisioning, and provisioning.

SAP Cloud Identity Access Governance (IAG): Data
access policies can be more easily enforced with this
service's assistance. Segregation of duties (SoD) analytics,
user provisioning, access certification, role design, and role
management are some of the skills it offers.

SAP HANA Rules Framework: Access to data stored in
SAP HANA databases can be controlled by developers
using this tool to establish business rules.

SAP Data Custodian: Data access control is the primary
function of this service. It provides real-time granular
control and monitoring of data access for consumers.

* Transport Layer Security (TLS): Data transmitted by SAP
Cloud Services is encrypted using TLS 1.2 protocols. This
ensures that no one else may access or alter the data while
it is in transit.
SAP offers the opportunity to set up Virtual Private
Networks (VPNs), which create a safe, encrypted tunnel for
data transmission, to connect on-premises systems to SAP
Cloud services. When it comes to SAP S/4AHANA cloud,
private edition, this is relevant.
With AWS and Azure Private Link, you may set up
encrypted connections between your services, removing
them from the reach of the public Internet. With SAP BTP
and customer-owned systems on AWS and Azure, this is
relevant  for  certain  connectivity  use  cases.
You can connect your on-premises systems or cloud-based
ones (like SAP S/4HANA cloud, private edition) to the
SAP Business Technology Platform services and
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l?l.o Security and Data Privacy Controls

Available Measures/Tools

Data Input Control

Data entry procedures are defined as those that
are put in place to guarantee that data is
accurate, complete, and input into a system in a
correct and complete manner. Information
security measure that is employed to forestall
the entry of inaccurate or unauthorized data into
a system.

applications with the help of the SAP Cloud Connector. It
also has extra features like principal propagation for end-to-
end user identity and a secure mutual TLS1.2 encrypted
tunnel.

Data in transit can be further protected using SAP's ABAP-
based systems by utilizing Secure  Network
Communications (SNC).
It is possible to restrict access to SAP Cloud Services to
only traffic originating from a predetermined list of trusted
IP addresses using the IP filtering and whitelisting feature.
Only specific SAP cloud services, like SAP
SuccessFactors, are affected by this. To safeguard against
OWASP-type vulnerabilities, SAP establishes WAF rules
for incoming Internet traffic in the case of SAP S/AHANA
cloud, private edition.

Data Integrity Checks: Digital signatures are one method
SAP systems use to check that data hasn't been altered
while in transit; other methods include integrity verification
after transmission.

* Field Validation in SAP GUI and Fiori UI: These user
interfaces provide basic features for input validation.
Software from SAP Data Services may do things like clean,
transform, and enrich data, as well as validate it. It is useful
for checking the accuracy of data entered into SAP
systems, which is particularly important when integrating
or migrating data.
Data profiling and metadata management are made possible
by SAP Information Steward. It aids in the comprehension
of data anomalies, the establishment of validation criteria,
and the long-term monitoring of data quality indicators.
Data inputted into the system from external sources can be
checked for quality, completeness, and consistency using
validation criteria enforced by SAP Integration Suite
through SAP Cloud Integration (CPI). It enables data
mapping and transformation to make sure the data fits the
needs of the target system.
*+ Master Data Governance (MDG): SAP MDG
standardizes, validates, and de-duplicates data before it is
saved in the system to help assure the quality and integrity
of master data.
Data migration initiatives frequently make use of SAP
LSMW (Legacy System Migration Workbench), a solution
that offers data checks and balances to guarantee data
integrity.

+ SAP BRFplus, which stands for "Business Rule
Framework plus,” is a tool that facilitates the development
of business rules for the purpose of input data validation.

In order to manage and track errors that occur during data
exchange between your SAP system and other systems, you
can use the SAP Application Interface Framework (AIF).

CONCLUSION
As a conclusion, it is critical to conduct thorough research and understand the complexities of SAP Cloud Services'
cloud data kinds and security. Users should be cognizant of the nature and sensitivity of the data they store in SAP
cloud services, as well as any regulatory mandates that may apply to the data, since these services support a wide
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variety of data kinds, including personal and company data. Data stored in the cloud is vulnerable unless SAP's
rigorous cybersecurity and data protection procedures are strictly enforced. Data security and compliance are two
sides of the same coin, but to be effective, SAP and its clients must work together using a shared security and
governance approach. SAP cloud service customers that manage their data and applications with SAP's range of
privacy and cybersecurity technologies have a strong combination of control, flexibility, and security. Users are
empowered with enhanced data control and digital assets are protected by these technologies. Along with these
technical aspects, SAP is a reliable data processor that provides comprehensive contractual guarantees through its
meticulously designed organizational and technical measures. Customers may rest easy during their digital
transformation since SAP is committed to keeping their data secure and in accordance with regulations.
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