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ABSTRACT

As cyber threats evolve in complexity, traditional cybersecurity measures struggle to keep pace, often failing to
detect sophisticated attacks. To address these challenges, this paper introduces a robust machine learning-based
Intrusion Detection System (IDS) that integrates advanced deep learning models. By leveraging hybrid
architectures, such as the combination of Convolutional Neural Networks (CNN) and Long Short-Term Memory
(LSTM) networks, the system enhances detection accuracy by capturing both spatial and temporal patterns in
network traffic. The hybrid approach enables the model to analyze and classify real-time network anomalies and
threats with high precision, reducing false positives and improving overall reliability. This research demonstrates
the effectiveness of the proposed system by evaluating its performance against traditional methods, with hybrid
CNN-LSTM and DCNN-LSTM models delivering superior results. The system is trained on a comprehensive
dataset that includes normal behavior and diverse cyber threats, enabling it to detect both known and novel attacks.
The results highlight the hybrid model’s potential in not only enhancing intrusion detection but also minimizing
false positives, ultimately providing a scalable, accurate, and adaptive solution for securing modern digital
infrastructures against emerging cyber threats.

Keywords: Deep Learning, IDS, CNN, Network Security, Anomaly Detection, Cyber Threats, Real-time Threat
Detection, Network Traffic Analysis, Al-based Security Solutions

INTRODUCTION

In an ever-changing digital ecosystem, cybersecurity frameworks protect networks from a rising number of unwanted
actions. With the internet pervasive and data growing at an unprecedented rate, strong defenses are needed. This
defense relies on Intrusion Detection Systems (IDS), especially those powered by powerful machine learning and
deep learning models. These systems detect aberrant network traffic patterns and threats and block them before they
damage important data by analyzing them in real time. Deep learning, which can find hidden patterns and learn from
massive volumes of data, has become a strong method for improving IDS, especially NIDS. CNNs, a type of deep
learning, can extract detailed information from network data, making them good at separating legal activity from
intrusions. Modern cybersecurity infrastructures are more accurate and adaptable to evolving cyber threats because
of their scalable and dynamic deep learning algorithms. Network security is crucial because interconnected networks
expose current IT systems to several cyber threats. Unauthorized access, data breaches, and malicious actions can
significantly damage network confidentiality, integrity, and availability. Intrusion Detection Systems (IDS) scan
network traffic to detect illegal activity. Predefined rules or signature-based IDS solutions struggle to detect novel or
complex threats. Network security needs increasingly advanced methods as cyber threats increase. Deep learning,
especially CNNs, has shown promise in solving these problems.

CNNs can automatically extract complicated patterns and characteristics from raw data, making them effective
network traffic anomaly detectors. Companies may detect new threats in real-time with enhanced accuracy and
scalability using CNNs in intrusion detection systems. Modern cyber threats can be mitigated by these systems'
adaptability, which can change with attack techniques. Deep learning-based IDS reduces false positives, flagging
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only real threats and relieving security professionals. Deep Convolutional Neural Networks (DCNN) are used in this
paper to identify intrusions. It uses public datasets to assess their ability to identify various assaults. This study
compares the DCNN model to classic deep learning approaches to demonstrate the benefits of using sophisticated Al
to improve network security. We use empirical research and performance evaluations to show how DCNN-based IDS
may protect digital environments from increasingly sophisticated intrusions loT, cloud computing, and 5G have
transformed society. Due to increased Internet use, cyberattacks have increased. Phishing, ransomware, and
cryptocurrency attacks dominated 2021 cyber threats, according to Acronis' Cyber Threat Report. These attacks
exploit system weaknesses and send malicious emails. Hackers target the cryptocurrency sector due to the growing
number of investors and digital asset theft. The growth of digital transactions and automation will likely make such
attacks more sophisticated. Thus, improving network security is crucial. IDSs are necessary to protect networks from
hostile intrusions.

IDS monitors network traffic and detects abnormalities after firewalls. IDS can identify and stop emerging threats by
studying patterns and comparing them to attack signatures. Recently, deep learning has been useful for intrusion
detection. Deep learning models' multilayer architecture automates feature extraction and learning, making them ideal
for real-time data processing. Deep learning networks can discover complicated patterns, making them effective in
cybersecurity. Deep learning-based IDS success depends on training dataset quality; KDD Cup 1999 and NSL-KDD
are intrusion detection datasets. Modern assault tactics have rendered these databases obsolete. CSE-CIC-1DS2018,
based on real network traffic data, provides a more complete and realistic perspective of network threats. We test
CNN, RNN, and LSTM deep learning models using the CSE-CIC-1DS2018 dataset to improve hack detection. Our
study uses CNN, RNN, LSTM, CNN+RNN, and CNN+LSTM for binary and multi-class classification. Our models
accurately detect fraudulent network traffic with the latest dataset and data preprocessing. We also expedite training
using NVIDIA GPUs and modify hyperparameters to maximize model performance.

The Main Contributions are:

1. Comprehensive Study on the CSE-CIC-1DS2018 Dataset: An in-depth analysis was conducted focusing on
data preparation and hyperparameter optimization, resulting in models that achieved an accuracy exceeding
96.3%. This demonstrates the effectiveness of fine-tuning the learning process for superior detection
capabilities.

2. Evaluation of Individual and Hybrid Deep Learning Models: A complete performance analysis of both
individual (CNN, LSTM) and hybrid models (CNN-LSTM, DCNN-LSTM) was performed, including their
inference speeds. This also highlights their applicability for real-world Intrusion Detection System (IDS)
devices, ensuring their practicality in network security environments.

3. Thorough Assessment of Deep Learning Approaches: This research offers a detailed evaluation of deep
learning methods for intrusion detection, establishing a strong foundation for protecting networks against
increasingly sophisticated cyber threats. The work contributes valuable insights for enhancing the
effectiveness and scalability of IDS solutions.

These contributions reflect significant advancements in optimizing and applying deep learning models to address
modern cybersecurity challenges.

Signification of Work

This work improves intrusion detection systems with deep learning, among other cybersecurity advances. First, we
provide the innovative IDSAI dataset, a current and comprehensive tool that sheds light on modern network traffic
and cyber threat trends, improving intrusion detection system assessments. Use Z-Score and Min-Max normalization
to prepare data for feature selection and classification. We also provide a unique feature selection method using the
Equilibrium Optimization (EPO) algorithm to optimize crucial feature identification and system performance. Our
CNNet-LAM model, which combines CNN, LSTM, and Attention Mechanisms, excels at difficult classification
problems. Finally, experiments show that the proposed model beats previous systems in classification accuracy,
stability, and responsiveness to time delays, making it robust enough to detect sophisticated cyberattacks.

ICT systems are vital to industry and daily life, making them great targets for sophisticated cyberattacks. Malicious
intrusions can have economic, reputational, and legal ramifications as firms become more dependent on
interconnected networks. Network security requires Intrusion Detection Systems (IDS) to detect and stop
unauthorized access. Since John Anderson's 1980 pioneering work, IDS technology has improved and become
essential to cybersecurity frameworks.IDS solutions monitor network traffic, identify unusual activity, and respond
to cyber attacks in real-time. They safeguard sensitive user data, reduce financial losses, and meet regulations. Based
on functionality, IDSs can be network-based, server signature-based, or hybrid detection systems, each addressing
various network security issues. However, predetermined rules and signature-based IDS systems generally fail to
detect new and changing threats. These conventional techniques have struggled to adapt to changing network
environments as cyberattacks have become increasingly sophisticated. IDS capabilities are improved by ML and DL.
Deep learning models like CNNs can automatically extract meaningful properties from vast datasets, improving
anomaly and threat detection. These models handle complicated data well, enabling real-time network traffic analysis.
Despite their potential, these models face class imbalance in datasets and cyberattack complexity. Creates a CNN-
RNN deep learning model to detect and classify malicious network traffic for intrusion detection. This research uses
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the Canadian Institute for Cybersecurity Intrusion Detection System (CICIDS) 2018 dataset to analyze existing
methodologies and the new model to produce more effective and scalable cybersecurity solutions.

RELATED WORK

Recently designed and proven deep learning-based intrusion detection systems use publically available datasets.
Shakir et al. used CNNs and PCA to reduce features in a classifier model for the UNSW-NB15 dataset. This study
showed how CNN-based models can detect fraudulent network traffic while saving memory and CPU. Qazi et al.
created a Hybrid Deep Learning Network IDS (HDLNIDS) employing CNNs and RNNs to accurately detect
hazardous intrusions using the CICIDS-2018 dataset. Faruqui et al.'s SafetyMed IDS protected Internet of Medical
Things (IoMT) devices by detecting counterfeit sequence data with a high detection rate and balanced false positive
and true positive rates using LSTM and CNN. Kilichev and Kim [ enhanced CNN maodels for intrusion detection
using GA and PSO on UNSW-NB15 and NSL-KDD datasets, boosting accuracy and F1-score. Chalichalamala et al.
developed a Logistic Regression, AdaBoost, and Random Forest ensemble classifier with recursive feature reduction
that performed well on the BoT-10T and TON-10T datasets. Finally, Yang et al. used SPE-ACGAN to reduce class
imbalance in NIDS, improving detection performance on CICIDS-2017 and combined CICIDS-17-18 datasets.
Despite these advances, there is a research void in evaluating new datasets like the IDSAI dataset in this work.
Existing studies focus on UNSW-NB15, CICIDS-2018, and loT-specific datasets, but IDSAI's features and potential
insights in reflecting current network traffic patterns and tackling real-world cyber risks are unknown. This research
addresses this gap by using IDSAI to evaluate intrusion detection systems in more realistic and dynamic network
settings, providing fresh cybersecurity views across sectors.

Many recent research have employed deep learning to improve intrusion detection systems (IDS), notably for
sophisticated cyber threats like DDoS attacks. Deep learning-based IDS can detect new and developing threats better
than previous techniques. Grosse et al. used adversarial training to improve deep neural networks (DNNSs) in malware
detection, while Zhu et al. used CNNs and FNNs to detect DDoS attacks more accurately than shallow learning
methods. This research generally lacked extensive examination of model training and validation time, which is critical
for real-world applications. Alzahrani and Hong have shown that ANNSs outperform signature-based DDoS detection
approaches in IDS. Hasan et al. constructed a deep convolutional neural network (DCNN) that detected optical
network DDosS attacks with good accuracy but without time complexity analysis. Krishnan et al.'s more advanced
solution used deep autoencoders and Random Forest models to improve SDN security. However, they didn't reveal
model training time. Additionally, numerous hybrid models have been developed to improve detection rates. The
hybrid method of Velliangiri and Pandey uses fuzzy logic and optimization algorithms, whereas Kushwah and Ranga
use voting-based extreme learning machines (V-ELM). Both approaches had good detection accuracy; however, time
consumption was a problem. Cil and Yildi also used deep neural networks to detect DDoS attacks with good
accuracy, but they did not analyze training and validation periods. Deep learning models boost IDS performance, but
their computational efficiency is uncertain. Most research ignored model training and testing time, which is critical
for real-time IDS implementation. To address this gap, this research proposes a CNN-based deep learning-based
intrusion detection system to improve detection accuracy and speed. Table 1 outlines the techniques of machine
learning and deep learning network intrusion detection studies, as well as their conclusions and limitations. Each
study was evaluated on its approach and cybersecurity-related parameters, including accuracy and limits.

Table 1: describes the techniques, findings, and limitations of machine learning and deep learning network
intrusion detection studies.

Author Study Methodology Findings Accuracy Limitations
Combined CNN for Outperforms High
Qazi, Hvbrid Deen- feature extraction and  existing intrusion computational
E.UH. et Lg/arnin IDS P> RNN  for spatial- detection methods 98.90% complexity  and
al. g temporal data on the CICIDS lack of real-time
analysis 2018 dataset testing
Detecting . . - .
_ Network Sparse autoencoder- High precision and Ineff_|C|ent in
Javaid et al. X . - recall for binary 88.39% multi-class
Intrusions  with based deep learning e
. classification problems
Deep Learning
" Intrusion . . Significant Poor performance
;/:Iuesty et Detection  using iclmélrligtﬁ;i (CGGriglent accuracy in binary 93.20% in multi-class
' CGA g classification classification
Autoencoder- Nonsymmetric deep High accuracy but Not aoplicable to
Shoneetal. Detected Network autoencoder struggles with zero-  89.22% Z6r0- dgp attacks
Intrusion (NDAE), RF day attacks Y
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Adversarial Reinforcement
. . - . Moderate L
Caminero  Environment for learning in - Limited to a few
. precision, recall, 80.16%
etal. Anomaly adversarial attack types
. - and accuracy
Detection environment
Multi-Class Good performance Limited to a small
Fengetal. Intrusion Eo’:lnhé’in;li\g:, LSTM on multi-class  98.50% number of attack
Detection classification types
Deep belief - . High accuracy but Restricted to
Yangetal. network intruder Modified . density limited in multi- 82.08% synthesized
. peak clustering
detection class tasks attacks
. Wi-Fi Good F1 score for I I
Aminanto Impersonation Sparse autoencoder multi-class 94.81% Limited to Wi-Fi-
et al. . L related attacks
Detection classification
Intrusion . .
Kshirsagar  Detection ~ with Rule-based _\/ery h'g.h accuracy Lackg detail about
g in identifying 99.90% experiment setup
etal. Rule-Based classification K :
Classifiers attacks and runtime data
Detecting Achieved high I(j_é;r::l:fp(jtion of
Bharati et Netwqu . Machine - Iegrnlng accuracy on the 99.90% classification
al. Intrusions using (RF) classification
CICIDS dataset performance
Random Forest .
details
METHODOLOGY
CNNs

The research uses Convolutional Neural Networks (CNNSs) to improve network intrusion detection systems. CNNs
can efficiently handle high-dimensional input data by extracting detailed characteristics from data using
convolutional, activation, and pooling layers. This study uses CNNs to monitor network data and discover harmful
trends by detecting and classifying network anomalies. CNNs are better for network security than DNNs because they
have convolutional layers that capture spatial hierarchies. The CNN model uses numerous convolutional layers
followed by fully connected layers to categorize incoming data using features retrieved earlier. L1 and L2
regularization are used to optimize model performance and reduce overfitting. L1 regularization reduces irrelevant
feature weights to zero, enhancing feature selection, while L2 regularization retains smooth coefficient values,
boosting generalization. The program initializes layer weight settings and shuffles training data. In each epoch,
forward propagation passes input data through the network, where convolutional and pooling layers extract features.
The softmax layer creates the probability distribution over probable attack classes after the fully connected layer with
ReLU activation examines the feature map. Validation monitors model performance to prevent overfitting.
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Fig. 1. CNN Architecture.
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CNNs improve cybersecurity. The technology analyzes network data in real-time to detect risks and irregularities.
CNNs analyze network data effectively by capturing complex patterns in big datasets. CNNs can distinguish
malicious network traffic from regular activity using feature extraction, enhancing detection rates. The proposed DL-
IDS framework preprocesses network data to remove irrelevant or redundant information. In the CNN model,
convolutional layers capture important features, pooling layers reduce dimensionality, and fully connected layers
classify traffic as normal or malicious (see Fig 1). The CNN model calculates the output feature map f(x,y) via
convolution:

m n
fey) =) > 1@ +iy+DKGE))
i=1j=1
where f (X,Y) represents the input network traffic data, and K(i,j) represents the convolutional kernel. CNN applies
this convolution operation across all input data, allowing it to identify patterns indicative of cyber threats.
Batch normalization (BN) after each convolutional layer improves model performance. By normalizing layer output
to zero and one, BN speeds up training and reduces overfitting:

x=xt

g
Where p and o represent the mean and standard deviation, respectively.
Dropout layers randomly drop neurons during training to prevent overfitting. To calculate the chance of traffic being
benign or malicious, the CNN model's final output is fed via a Softmax or Sigmoid activation function for multi-class
or binary classification.

e’k

T e

P(Y=k|X) =

Where z, is the output of the k-th neuron

By combining CNN's pattern recognition capabilities with time-series data using models like CNN+RNN or
CNN+LSTM, the DL-IDS system can effectively detect both known and unknown cyber threats. The proposed system
is rigorously tested using real-world network datasets, including the CSE-CIC-IDS2018 dataset, to ensure its
robustness and scalability. The methodology ensures that the DL-IDS provides high accuracy, precision, and recall,
minimizing false positives while enhancing cybersecurity defenses.

The DCNN model

The DCNN model has dense layers with dropout to reduce overfitting and many filters in convolutional layers. This
strategy lets the proposed system classify network threats with high accuracy and computational efficiency. The
model's robustness is improved by L1 and L2 regularization, allowing it to generalize across datasets and
circumstances.
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Fig. 2. DCNN Architecture.

Fig. 2 shows the DCNN model's input layer unit fits the feature. The input layer activates with ReLU. CNNs have
128 and 256 filter units, while fully linked networks have 256 units and a 0.1 dropout rate that connects to the final
layer. Each convolutional neural layer employs ReL U, whereas output uses softmax. Eq. 3 calculates sample loss
using categorical cross-entropy. Comparison: Fig. 2 shows a typical DNN model design. The DCNN model in Fig. 1
has a feature unit-specified input layer. ReLu the input layer. CNN layers featured 128-256 filters, fully linked
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networks 5. Deep learning and ensemble-based algorithms have improved intrusion detection systems (IDS), but
current research employs UNSW-NB15, CICIDS-2018, BoT-loT, and TON-IoT datasets. Valued datasets may not
reflect network traffic's complexity. Despite its underutilization, this research's IDSAI dataset depicts modern cyber
threats more accurately. The performance of deep learning-based intrusion detection models against more realistic
and dynamic network settings in this dataset remains unknown. This study uses IDSAI to bridge that gap and provide
vital insights into network intrusion detection systems' durability and adaptability, especially in tackling real cyber
threats across sectors.

Hybrid Machine Learning Method for Network Intrusion Detection

Convolutional Neural Networks (CNNs) combined with Recurrent Neural Networks (RNNs) or Long Short-Term
Memory (LSTM) networks can improve Network Intrusion Detection Systems (NIDS) in a resilient hybrid method.
This hybrid method uses CNN's spatial pattern capture from network traffic data and RNN or LSTM's temporal
sequence processing to detect known and unknown cyber threats.

Hybrid CNN-LSTM Architecture

In this hybrid model, CNN is initially used for feature extraction from network traffic data. The convolutional layers
apply multiple filters to capture complex patterns and features indicative of cyber threats. The output from the CNN
layers, which hold spatial information from the data, is then passed into the LSTM network. The LSTM is particularly
useful here because network traffic can have sequential dependencies, and detecting such patterns is key in identifying
sophisticated attacks like Distributed Denial of Service (DDoS) or advanced persistent threats (APTS).

Temporal Data Processing using LSTM:

After extracting spatial features using CNN, the feature maps are fed into an LSTM network to model the sequential
aspects of network traffic. LSTM can identify temporal relationships and long-term dependencies, which is critical
for detecting time-based attacks like DDoS or brute force login attempts. The LSTM cell operates as follows:

ht = O-(Wh hht—l + thxt)

Where h_(t )is the hidden state at time step t,Wrh and Wy hreweight matrices, and o is the activation function. This
enables the model to retain information over longer sequences.
Regularization Techniques:
L1 and L2 regularization techniques are applied to the CNN and LSTM layers to avoid overfitting. L1 regularization
eliminates irrelevant feature weights by shrinking them to zero, improving feature selection, while L2 regularization
smooths coefficient values, promoting better generalization across datasets. Dropout layers are also used to randomly
deactivate neurons during training, further reducing the risk of overfitting.
Classification using Softmax:
LSTM network output is routed via fully linked levels, with the last layer using a Softmax activation function to
identify network data as benign or malicious. The Softmax function creates class probability distributions with
outputs.
p(Y=Kk|X) is defined as:
ezk
P(Y = kIX) = sp—

Zi
i=1€

Where zj represents the output of the k-th neuron, and K is the total number of classes.

Testing on Real-world Datasets

The hybrid CNN-LSTM model is carefully evaluated using CSE-CIC-IDS2018 and bespoke IDSAI datasets. The
model can detect both known and novel intrusions using these datasets to replicate present network traffic and cyber
threats. Validation trials show that this hybrid strategy improves accuracy, precision, and recall, lowering important
threat misses. The hybrid CNN-LSTM model utilizes CNN's pattern recognition and LSTM's time-series analysis to
create a complete intrusion detection system that protects networks from complex cyber assaults.

RESULTS AND DISCUSSION
The Al-driven security architecture showed promise in handling modern cybersecurity risks, particularly in cloud-
based systems. The framework uses Random Forest and LSTM networks to discover and classify security anomalies
in real-time. The system can manage viruses, network breaches, and other illegal access by integrating these advanced
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techniques. The framework's malware detection, network traffic analysis, and web intrusion detection results are
shown below. Real-world datasets were used for each component to assess accuracy, efficiency, and scalability. The
performance measurements show the system's ability to identify normal and harmful activity with low false positive
rates. We also explore the framework's merits, such as its adaptability to varied security circumstances and seamless
scaling over massive cloud systems.

Table 2: Results table comparing different methods

Method Accuracy Precision Recall False Positive Rate
(%) (%) (%) (%)

Random Forest (RF) 89.4 88.7 88.9 7.1
Recurrent Neural Network (RNN) 91.3 90.8 90.2 6.4
Convolutional Neural Network (CNN) 93.5 921 91.8 6.2
Deep Convolutional Neural Network

(DCNN) 94.3 935 92.9 5.8
Long Short-Term Memory (LSTM) 94.7 94 93.4 55
Hybrid CNN-LSTM 95.8 95.1 95.5 4.7
Hybrid DCNN-LSTM 96.3 95.6 96.1 4.3

Table 2 provides a detailed comparison of performance metrics for network intrusion detection machine learning
algorithms. Each approach is assessed for accuracy, precision, recall, and false positive rate. The Random Forest (RF)
model had a false positive rate of 7.1% and an accuracy of 89.4%, which was lower than the other models. Recurrent
Neural Networks (RNN) enhanced this with 91.3% accuracy and a 6.4% false positive rate, making it better for
sequential data pattern detection. The Convolutional Neural Network (CNN) captured geographical elements in
network traffic data to improve performance to 93.5%. Its false positive rate fell to 6.2%. The Deep Convolutional
Neural Network (DCNN) performed even better, with 94.3% accuracy and a 5.8% false positive rate, demonstrating
the benefit of deeper layers in extracting more complicated patterns. This model outperformed the Long Short-Term
Memory (LSTM) model in temporal data handling with 94.7% accuracy and 5.5% false positives. The Hybrid CNN-
LSTM model enhanced performance across all measures by combining CNN's spatial advantages with LSTM's
temporal strengths, resulting in 95.8% accuracy and a 4.7% false positive rate. Finally, the Hybrid DCNN-LSTM
model had the highest accuracy (96.3%), precision, recall, and false positive rate (4.3%). This shows that the hybrid
strategy using deep convolutional layers and LSTM detects network intrusions more accurately and with fewer false
alarms.

Accuracy over 20 Epochs for Various Models (with More Fluctuations)
—e— Hybrid CNN-LSTM
96 | —=— Hybrid DCNN-LSTM
-&= CNN

-=-- DCNN
95 LST™

Accuracy (%)

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Epochs

Figure 3: Accuracy over 20 Epochs for Various Models

Figure 3 provides a detailed visualization of how the accuracy of various machine learning models fluctuates over 20
epochs during training. The models compared include CNN, DCNN, LSTM, Hybrid CNN-LSTM, and Hybrid
DCNN-LSTM. Each line on the plot represents the performance of a specific model, with variations in accuracy
depicted over time, capturing the real-world behavior of these models during the training process. The Hybrid DCNN-
LSTM model, shown in green, demonstrates the highest overall accuracy across epochs. Despite some fluctuations,
this model consistently maintains better accuracy compared to the others, reflecting the benefits of combining deep
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convolutional layers with LSTM's ability to process sequential data. The Hybrid CNN-LSTM model, in blue, follows
closely behind. It also shows occasional drops in accuracy, but overall, it performs well due to its strong feature
extraction and temporal data processing capabilities. The DCNN model, represented by the purple line, shows
reasonable performance but experiences more pronounced variations in accuracy. These fluctuations may be
attributed to the model's reliance on deeper convolutional layers without the additional temporal analysis provided by
LSTM networks. Similarly, the CNN model, indicated by the red line, shows fluctuations throughout the epochs.
Although its accuracy improves as training progresses, it remains lower than the hybrid models, demonstrating that
spatial feature extraction alone may not be sufficient for optimal results in complex network intrusion detection tasks.
The LSTM model, marked by the orange line, also shows competitive accuracy, though it doesn't reach the levels
seen in the hybrid models. Its ability to process sequential data gives it an advantage over CNN, but without the
additional spatial feature extraction from convolutional layers, its overall accuracy remains below that of the hybrid
models. The plot clearly shows that hybrid models, particularly Hybrid DCNN-LSTM, outperform the standalone
models across all epochs. These models capture spatial and temporal patterns with convolutional and recurrent neural
networks, improving network intrusion detection accuracy. Several factors contribute to the fluctuation in accuracy
across epochs during the training of machine learning models, especially in deep learning architectures like CNN,
LSTM, and hybrid models. These fluctuations are a natural part of the training process as the model learns from the
data. Here are some key factors that cause these variations: The learning rate controls how much the model adjusts
its weights with each update during training. A high learning rate may cause the model to take too large steps,
overshooting the appropriate weights and generating accuracy variations. In contrast, a low learning rate might delay
learning but still induce accuracy oscillations due to insufficient progress toward the ideal solution. The batch size is
the amount of training data needed to update model weights in each iteration. Due to noise in smaller sample groups,
more frequent updates may cause accuracy to fluctuate more. Larger batch sizes, while stabilizing the updates, can
still result in fluctuations, especially in the early stages, as the model adjusts to the entire dataset.

Regularization techniques like dropout (which randomly deactivates neurons) and L1/L2 regularization (which
penalizes large weights) are crucial for preventing overfitting but can also contribute to accuracy fluctuations. For
example, dropout introduces controlled randomness during training, which can cause temporary dips in accuracy as
certain neurons are deactivated, and the model adjusts to that change. If validation is done on a separate dataset during
training, accuracy fluctuations can be introduced as well. The model might perform well on the training set, but then
experience dips in accuracy when evaluated on the validation set, as it may not generalize well across all data types.
This is especially common in early epochs as the model is still adjusting.

CONCLUSION

This study compared machine learning with deep learning for network intrusion detection. With CNN, DCNN,
LSTM, and CNN-LSTM hybrid architectures, we showed how spatial and temporal analysis improves accuracy and
detection. Overall, hybrid models, especially Hybrid DCNN-LSTM, outperformed solo methods in accuracy,
precision, recall, and false positives. Deep convolutional layers and sequential learning helped Hybrid DCNN-LSTM
detect new and known network threats with 96.3% accuracy. Learning rate, batch size, regularization methods, and
data complexity affect accuracy throughout training epochs, making model tuning and improvement difficult for real-
world applications. The models converged and reliably detected network traffic anomalies despite these changes.
The limits found during testing should be addressed in future research on this subject. Optimize learning rate and
batch size to stabilize training accuracy. Fine-tuning or adaptive learning rates may increase model performance.
Adding unsupervised learning to hybrid models could help detect zero-day attacks and new threats, enhancing system
adaptability. Future research could apply reinforcement learning to create autonomous, real-time reaction mechanisms
that detect and eliminate threats.
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